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This article
describes the
challenges
represented by
counterfeit
drugs and the
consequences
for companies
that fail to
recognize the
threat to their
value chain. It
outlines the
technical
solutions that
are available,
assesses the
merits of those
solutions, and
shows which
solution fits best
in different
situations.

Figure 1. Conceptualized
drug logistics flow.
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Supply Chain Challenges

Drug Pedigrees: Your Supply Chain
Needs Them. Are You Ready?

by Norm Howe, Stephen Goldner, and Chris Fennig

The Problem

he diversion of legitimate drugs and

sale of counterfeit drugs is a significant

drug industry problem, a law enforce-

ment problem, and a health hazard to
the world population. Dr. Scott Gottlieb, Deputy
Commissioner for Medical and Scientific Af-
fairs, US Food and Drug Administration, said
in speech on 20 September 2005, “In 2000, the
FDA opened six counterfeit drug cases, in 2003,
we opened 30, and last year, we opened 58...
Just this past month, on 31 August, we busted
up a Lipitor counterfeiting and smuggling op-
eration that was trafficking almost $50 million
worth of the drug.”

Studies by the World Health Organization
estimate that counterfeit drugs are a $32 bil-
lion-a-year business. Counterfeit drugs have
found their way into developed and developing
countries alike. On 3 March 2006, Dr. Gottlieb
spoke again on drug counterfeiting, “It has
been estimated in the press that eight to 10
percent of the global medicine supply chain is
counterfeit - a figure that rises to 25 percent or
higherin some countries. Quantifying the prob-
lem is difficult because the counterfeiters do
such a good job copying the genuine product
and hiding their tracks, that it is hard to
identify what is real and what is fake.” Compa-
nies are faced with a growing threat to their
brand value, the safety of their products, and to
their bottom line. The industry is already pay-
ing the price of counterfeit drugs, but no one
really knows what that cost is.

In 1987, Congress enacted the Prescription
Drug Marketing Act (PDMA), which called for
tracking and tracing of pharmaceuticals using
paper pedigrees. The FDA, expecting that tech-
nical solutions such as Radio Frequency Iden-
tification (RFID) chips would progress more
rapidly than has actually happened, has until
now not enforced the legislation. In the absence
of a Federal policy, it’s been left to the states.
Florida has taken the lead. Its law went into
effect in July. California’s law took effect 2
January 2007. Fourteen states have lawsin the
pipeline.

Drug manufacturers and distributors must
now grapple with both an economic threat and
regulatory chaos that will jeopardize their busi-
ness. This article will define the problem, dis-
cuss the proposed solutions, and try to project
the regulatory future.

Background

Although the pharmaceutical supply chain is
simple in concept, the reality is far more com-
plex. Drug containers must be traceable from
the factory, through distribution, all the way to
the end user. In addition, the drug must be
traceable at the item or primary container level
despite the fact that the primary package may
get aggregated into cartons, pallets, and ship-
ping containers. When the primary containeris
hidden inside a carton, line of sight trace tech-
nologies become impractical. Compounding this
is the complexity of the real world supply chain
- Figure 2.
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“The significant advantage of all types of RFID systems is the noncontact,
non-line-of-sight nature of the technology.”
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Figure 2. Actual drug logistics flow.

In 1999, the FDA published final regulations implement-
ing the provisions of the PDMA. Both industry and Congress
indicated a concern about the high cost of implementing these
provisions and also raised a very real question of the seller’s
ability to obtain a transaction history from the prior distribu-
tors and the manufacturer. Consequently, the FDA decided
to exercise enforcement discretion of the drug pedigree provi-
sions, 21 CFR 203.3 and 203.50. In February 2004, the FDA
again delayed the effective date of the drug pedigree provi-
sions, this time until 1 December 2006, in part because it was
informed by stakeholders in the US drug supply chain that
the industry would voluntarily implement electronic track
and trace technology by 2007. Although progress has been
made, it is now clear that the use of electronic pedigree will
not be widely adopted by 2007. As a result, in June 2006, the
FDA announced that it did not intend to delay the effective
date of sections 203.3 and 203.50 beyond 1 December 2006.

The Solutions
The three contenders vying to be the solution of choice for
drug pedigrees are paper, bar codes, and Radio Frequency
IDentification (RFID). RFID is the technology that the FDA
envisioned when it delayed the effective date of the drug
pedigree provisions of the PDMA in 2004. However, RFID is
not the only technology which could potentially solve the
impending drug pedigree crisis. Bar codes and old fashioned
paper are in the game; especially bar code systems, which are
currently used on all shipments. But neither paper nor one-
dimensional bar codes meet the need when one adds up the
monumental amount of data that needs to be manipulated if
traceability down to the item level is required. Two-dimen-
sional bar codes can carry substantial amounts of data, but
they cannot carry enough information to identify the drug
down to the item level. Plus, they can be counterfeited more
easily than the drug itself. Any type of bar code still has the
operationally inefficient requirement of line of sight data
capture so the bar codes cannot be hidden on the inside carton
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on a pallet, for instance. Also, the amount of time that it takes
to scan a bar code is significant since only one can be read at
a time by a scanner.

RFID tags come in a wide variety of shapes and sizes.
Paper-thin tags, pasted onto books and files, can be hidden
between pages. Tags can be screw-shaped to identify trees or
wooden items, or credit-card shaped for use in access applica-
tions. The anti-theft hard plastic tags attached to merchan-
dise in stores are RFID tags. In addition, heavy-duty 5-by 4-
by 2-inch rectangular transponders which are used to track
intermodal containers or heavy machinery, trucks, and rail-
road cars are also RFID tags. The type that is most applicable
to the pharmaceutical industry comes in the form of razor-
thin tags that are applied to product and shipping containers
for purposes of tracking and identification.

The information encoded on the RFID tag can be read by
an antenna and reader mounted on a dock door or carried as
a hand-held. The antenna transmits a signal to the tag and
the tag transmits its information back to the antenna. Unlike
a paper-based system, RFID follows products automatically.
With each transaction, whether it’s the original filling of the
primary container, packing into a carton, palletizing, or
shipping, the package is scanned and the transaction is
recorded. Each package has a serial number and once the
bottle or the smallest serial-numbered part of the chain is
opened, the pharmacy electronically flags that number. From
that point on, if that serial number were to come up again in
the system, i.e., if a counterfeiter tried to reuse that radio-
tagged bottle, it would be clear that something is wrong. The
significant advantage of all types of RFID systems is the
noncontact, non-line-of-sight nature of the technology. Tags
can be read through a variety of substances such as paint,
cardboard, and other visually and environmentally challeng-
ing conditions, where barcodes or other optically read tech-
nologies would be useless. RFID tags also can be read in
challenging circumstances at remarkable speeds, in most
cases, responding in less than 100 milliseconds.

There are two general types of RFID technology; Active
RFID and Passive RFID. The distinction lies with the way the
RFID chip is powered. Active RFID chips are powered by an
internal power source, a battery. Passive RFID chips are
powered by energy transferred from the reader. Passive
RFID chips typically store about 128 bytes of information,
whereas Active RFID chips can store a thousand times as
much, but can be as big as a carton of cigarettes. Because of
cost and size differences, only Passive RFID chips are used for
large numbers of items so we will restrict our discussion from
here on to Passive RFID chips.

The RFID story is complex because even within the Pas-
sive RFID chip types there are subtypes that are competing
to become the de facto solution for the Drug Pedigree prob-
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PROS

- Maturity
- Water insensitive
- Global acceptance

CONS

- Short range
- Low data transfer
- Price

High Frequency (HF)

Ultra High - Long range - Material dependent
Frequency (UHF) - Rapid data transfer - Regionally dependent
- Inexpensive - Potentially harmful to

drugs’ structure

Near Field UHF (NF) | - Water insensitive

- Air interface is global

- Not in production

- Numerous frequency
bands

- IP issues outstanding

- Inexpensive

Table A. Pros and Cons of the three RFID technologies.’

lem. Based on the Pharmaceutical Benchmark (the only
objective, scientific study of RFID for use in the pharmaceu-
tical supply chain of which the authors are aware?!), the three
RFID contenders, High Frequency (HF), Ultra High Fre-
quency (UHF), Near Field UHF (NF), each have their pros
and cons - Table A.

The study analyzes the RFID use cases that need to be
deployed in order to track and trace drugs throughout the
pharmaceutical supply chain with RFID technology. HF can
be used in close proximity to water, such as a vaccine vial,
while far field UHF cannot. But UHF has a much longer reach
than HF. Beyond 12 inches HF does not function, whereas
UHF is effective up to 36 inches as reflected in Figure 4. In
addition, UHF is more sensitive to the orientation of the chip
relative to the antenna - Figure 4. UHF is the most appropri-
ate technology for capturing tag data from cartons arranged
on a pallet. Therefore, the supplier/distributor must be care-
ful to deploy technology appropriate to each use case. Near
Field UHF may be the single solution for the future, but isnot
yet ready for prime time.

No matter which technology is chosen manufacturers and
distributors will have to make sure that their installations
conform to FDA regulations. Each drug will have to be
stability tested to ensure the signals do not degrade their
potency and each drug company will have to get FDA ap-
proval for revised labels that contain RFID chips and revised
bar codes.

What Are Your Competitors Doing?

California’s drug-pedigree legislation took effect on 1 Janu-
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ary 2007. Amphastar Pharmaceuticals, in conjunction with
its distribution partners, is implementing e-pedigree soft-
ware. It is working to institute a system for tracking its drugs
in the supply chain and verifying their authenticity. Because
it manufactures primarily low-margin generic drugs, the
company decided to use two-dimensional serialized bar-
coded labelsinstead of RFID tags toidentify and authenticate
its products. Amphastar considered using RFID technology
for its e-pedigree system, as it knows RFID tags can auto-
matically be read and matched against the serial number in
the e-pedigree document, eliminating the manual scanning
needed with bar codes. However, for most of its drugs, RFID
tags are too costly. But that may soon change. The Interna-
tional Standards Organization (ISO) has approved the EPC
Gen 2 Class 1 UHF standard, ratifying it as an amendment
toits 18000-6 standard. Passage of Gen 2 as a global standard
could foster greater competition in the passive UHF RFID
systems market, thereby lowering RFID hardware costs for
pharmaceutical companies and other end users, in the last 12
months, both HF and UHF tags have dropped in price signifi-
cantly.
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Figure 3. The effect of distance on read-rate for UHF and HF
systems, courtesy ODIN labs.’
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Figure 4. Orientation sensitivity of the RFID chip as a function of
RFID technology and container type, courtesy ODIN labs.’
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Considering a global drug (made in several countries and
sold worldwide), Pfizer decided on HF technology for what is
arguably the most famous public case of anti-counterfeiting.
Their interest in RFID technology dates to a 2003 case
involving bogus Lipitor. That very public case spurred Pfizer
to participate in early FDA pilot programs. At a cost of
approximately $5 million, Pfizer is putting HF RFID tags on
bottles and cases, and UHF on pallets of another important
brand, Viagra.

Where Do We Go from Here?
Pharmaceutical companies must now ask themselves how
they will respond to the Drug Pedigree challenge. There are
really three questions that need to be answered. What tech-
nology will we use? How will our technological response be
regulated? And what will it cost? We have discussed the
technology question and unfortunately we cannot give you a
silver bullet solution that you can roll out tomorrow.

On the regulatory side, the FDA has said that it will phase
in its enforcement activities following a risk-based approach
driven by four factors:

Factor 1 — High Value in the US Market
Factor 2 — Prior Indicators

Factor 3 — Reasonable Probability
Factor 4 — Other Violations of Law?

Whichever technical solution you choose beyond pure paper
will have to be proven to be highly reliable using scientifically
valid techniques. Any records that are explicitly required by
the regulations that you choose to keep in electronic form will
be subject to Part 11.

The only thing we can really predict about the cost of
Drug Pedigree solutions is that they will be significant. The
cost of chips, readers, antennas, and incremental labor can
be estimated. But while the cost of RFID chips and readers
may influence the choice of technology, that cost issue might
turn out to be trivial compared to the cost of dealing with all
the data that will be generated if all drugs have to be tracked
at the item level into all USA distribution systems. That
data will have to be transmitted and stored somewhere.
Someone will have to write the software to flag inconsisten-
cies. More significantly, no process has stepped forward to
serve as the platform for the billions of transactions and the
myriad methods of data recovery and transmission. The
system can not run without a way to reliably store and
transmit the data to all stakeholders: drug companies,
wholesalers, retailers, and the FDA. Whether there is a
satisfactory economic return on that investment will prob-
ably never be known because the costs that the solutions
prevent, such as lost revenue, lost brand value, and product
safety, are so hard to measure.

Lastly, even the best technical solution will not work
unless the inconsistencies that the system finds are solved.
Someone will have to act upon those inconsistencies and
enforce legal action where necessary. Otherwise, all the
hardware and software will have been installed for nothing.
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